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What we’ll cover...

A bird’s-eye view on R environments

Key considerations

1. Keep IT happy

2. Facilitate collaboration
3. Allow for scale
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R environments
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Keep IT happy



IT security

A data scientist’s “wish list” IT security

« Fast access to new R packages « Checking for vulnerabilities
and versions » Security screening

* (Open) access to required data « Restrict access to internal data
SOUrces sources, apply access controls

* Easy publishing process - Centralised controls

KEY: Set up processes!



Scanning of R Packages

 CRAN offers some protection!

« Scan installed packages (new / new versions)
» oysteR package for vulnerability scanning

* Check against OSS Index

OYSTER

Add to pipeline:

« Configuration file with R packages on Git
« Auto-update of “approved” packages

« Add new packages after scanning



Scanning of R Packages

Full audit:

audit
package

askpass

2 bassbdenc

3 | bit

4 bitgd

i

"= - B - ]

blab
brio
bslib
cachem

callr

10 cli

= Filter

version
1.1
21-3
405
405
1.2.3
1.1.3

240

373

341

type
cran
cran
ran
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oss_package
plgicrandaskpassi@1.1
plgicran/basetdenc@31-3
pkg:cran/bit@4.0.5
pkgicran/bite4@4.0.5
pkgicran/blob@1.2.3
pkg:cran/bric@1.1.3
pkgicran/bslib@0.4.0
pkgicran/cachem@1.0.6
pkgicrandcallr@3.z.3

pkgicran/cli@3.4.1

Vulnerabilities:

outcomes

&

- package

1

haven

7 Filter

version

231

type

cran

oss_package description

pkgicran/haven@2, 5.l

haven: Import and Export "SPSS’, "Stata’ and "SAS” Files Imp..

description

basetdenc: Tools for basetd encoding This package provid...

bit: A Class for Vectors of 1-Bit Booleans True boolean datat..

bite4: A 53 Class for Vectors of 64bit Integers Package ‘bitg...

blobx: A Simple 53 Class for Representing Vectors of Binary ...

callr Call R from R It is sometimes useful to perform a com...

«cli: Helpers for Developing Command Line Interfacas A suit...

reference

hitps:/fossindex.sonatype.org/componant/pkgicran/haven..,

reference

hitps/fossindexsonatype.org/component/pkgicran/askpass...
https:/fossindex.sonatype.org/component/pkgicran/basesd...
hitps/fossindexsonatype.org/component/pkgicran/bit@4.0...
hitps/fossindexsonatype.org/component/pkg:cran/bité4 @...
https:/fossindex.sonatype.org/component/pkgicran/blob@...
hitps/fossindexsonatype.org/component/pkgicran/bric@1...
hitps/fossindexsonatype.org/component/pkg:cran/bslib@...
https:/fossindex.sonatype.org/component/pkgicranscachem...
hitps/fossindexsonatype.org/component/pkg:cran/callr@3...

https:/fossindex.sonatype.org/component/pkgicran/cli@3.4....

cwss_id

soratype-2021-1261

vulnerabilities
list]
{ist]
listg
list]
iist])
listg
list]
iist])
listg
list]

cwss_title

soratype-2021-1261

cwss_description

1 wulnerakility found

Q

no_of_vulnerabilities

=0
Q

cwss_score

1 non-CVE vulnerability found, Te see more detz
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Facilitate collaboration



Why collaboration?

Project planning — assign tasks
Project runtime - working together on an R project
Once work is done - validation

Over time - resilience of project
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How do we get there?

Using Git is key! “ GitLab

Plan > Share > Backup/Archive

The problem — most R users are not familiar with it!
RStudio comes with Git integration! Azure Repos
L DMJN328 ~

el Environment  History Connections Git  Tutorial o ™)
AL SO Diff +/ Commit & - & L &~ 2 master ~ .‘ ‘ '
-i51d St&us .f_P.“h. ,;md [
GitHub



Other collaboration features

Posit Cloud / Workbench
* Project sharing

renv::init()
Reproducible environments renv::snapshot()
« Renv package

 Docker

> renv.lock

renv::restore()

docker

https://rstudio.github.io/renv/articles/renv.html

https://rstudio.github.io/renv/articles/docker.html
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https://rstudio.github.io/renv/articles/renv.html
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Scalability matters



Scaling

- Variable workloads Min =2 /- YMsasneeded—> | Max=>5
« Variable R users and - . -
consumers VM Ll | . ]
« Supporting projects 3 currently running
- Scaling out / Honzontal scaling >

Auto-scaling through cloud
services!

Source: https://learn.microsoft.com/en-us/azure/azure-monitor/autoscale/autoscale-overview
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https://learn.microsoft.com/en-us/azure/azure-monitor/autoscale/autoscale-overview

Example: Epidemix

« Dedicated hosting
* R is single-threaded!

e Scaling on demand
(AWS)

epidemix.app
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https://www.epidemix.app/
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Questions?

% posit Posit Full Service

Certified Partner

) ) Uli Muellner
EPl-interactive uli@epi-interactive.com
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